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Foreword

The view that the Soviet Union 1is not a mirror image of the lnited
States continues to spur a renaissance in Soviet studies. We see the
Soviets in a new light, as if for the first time, and we accept the fact
that they think differently than do we, especially regarding military
affairs.

Because of these differences, comparative analyses have bhecome more
hazardous and demanding, particularly when the researcher follows the
hallowed practice of isolating a digestable element of the complex being
studied. Direct performance comparisons of weapons systems are presented
as measures of combat potential when, in fact, those systems should be
integrated into the respective nation's strategies, organizational struc-
tures, deployment patterns and battle tactics if they are to be properly
evaluated.

From this study by Roger Reaumont it becomes clear that awareness of
concealment, camouflage and deception is rather higher and more pervasive
with Soviet military than in the U.S. defense system. Maskirovka appears
as an integral part of the strategies and doctrines as well as the tactics
of the USSR. They believe in it, they study and develop it and they use
it, therefore, it is a subject of considerable importance to the Western

world.

Richard E. Thomas
November, 1982



MASKIROVKA: SOVIET CAMOUFLAGE, CONCFALMENT
AND DECEPTION

Russia is a dumb question
mark on the Sphinx. The
Russians can keep their
mouth shut, and their
minds are closed to us--

Gunther Blumentritt

Their (The Soviets) feel-
ing was--and this might be
self-serving--that calls
for on-site verification
were being used to embar-
rass them because of their
well-known penchant for
secrecy... . They stated
it factually and coolly
«ss. They take this as a
national and cultural
characteristic and feel
that we should work with
that as a fact...--1

Thomas Powers

Since the early 1970s, some observers have noted a substantial
increase of interest on the subject of maskirovka in Soviet military
circles.2 The term maskirovka, however is not new; it should be noted that
it encompasses concealment and deception, and is not identical with the
western concept term of camouﬂage.3 Camouflage, concealment and decep-
tion--C, € & D--is often used. Definitions abound, in any event and are
fairly similar in essence, e.q., Shchedrov, stressing the active nature of

maskirovka, noted that:

*Thanks are due the following Center for Strategic Technology personnel for
aid in the preparation of this paper: Sandy Segal, Dorothy Irwin, Melinda
Lindsay and Dr. Jack Cross; Dr. Richard Thomas, director of CST, for his
encouragement and support; and to Mr. Andrew Marshall and Col. Fred Geis-
sler; to Mr. Richard Woff; and very special thanks are due to Dr. Charles
Smith of CST for his careful reading, comments and suggestion of data.



VARIOUS METHODS OF TACTICAL MASKIROVKA

'l = ...':!u

1.) Deformative masking (deformaruischaya) 2.) Horizontal camouflage net 3.) Trees t_ied together

.) Forms of net usage: a) vertical garnished mask b) net and standing foliage c) net and poles d) net and vehicle dug—in
e) & f) net and raised standards

6.) Terrain blending with net 7.) Slanted net and standing foliage




...the main object is to convince the enemy of the presence of

troops and objectives in places where in fact they are not...4
Soviet military psychologists view maskirovka in rather more abstract terms
than do military analysts: "The essence of camouflaging is to eliminate
the boundary between them (objects), and to blend in the objects against
the background in terms of shape, illumination and color."®

At the outset, it is useful to consider two basic questions: is the

increasing discussion of maskirovka--like dezinformatsiya, a term included

as a sub-element of maskirovka in the formal definition--a case of old wine
in new bottles, an element of Byzantine-Russian culture repackaged and
enhanced to fit contemporary needs, and to accomodate technological and
institutional change? Certainly the concern of Western analysts is not
new. The possibility of Soviet strategic decoys has been noted since the
195056 when deterrence hinged on concerns about bomber attack. With modern
sensing techniques well beyond the level of World War II, dummies have been
designed to emanate "heat, light and electro-magnetic energy...and...heat
emissions, a magnetic field...etc.,"’ light, in this case, including arrays
of light clusters which simulate various industrial and military
installations, as well as altering the light pattern of real activities.
Another main question is: how pervasive is maskirovka as a component in
Soviet fieldcraft and tactics, statecraft, economic maneuvering, propa-
ganda, and intelligence--as well as an element in "war-fighting" doctrine?
The concept of maskirovka as defined by the Soviets encompasses a
diverse spectrum of strategems employed to warp the enemy's view of Soviet
positions, designs and missions, and to alter the perceptions of their own
side and their clients as well (see Table 1). They are aware that whatever
is done must appear highly plausible to an enemy, and conform to both

3
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Soviet doctrine and hostile reasonable expectation. A main operating
principle is continuity of effort--aktivnost--in keeping with an admonition
of Mikhail Frunze. Also recognized is the need for masking, beyond main
objectives, second echelon elements, reserves and control points most
Tikely to attract nuclear strikes and enemy air attacks.8 A Soviet
treatise of the mid-1970s insisted that operational success hinges on the
masking of both objectives and forces, and concluded that camouflage had
become an art.?

The three types of maskirovka are tactical, operational, and strate-

gic; in the case of the first, emphasis is on everyday, ongoing camouflage,
denial and deception, in keeping with broad and cursory definition of
camouflage as "one of the basic types of support activities for troops in
operation and combat."l0 The latter are carried out through large-scale
deception "actions, regroupings, and concentration, concealing troops and
installations, and misinforming the enemy,"ll the difference between the
two being one of scale rather than the Western nuclear-non-nuclear distinc-
tion implied in the use of the term strategic.

There are other qualifiers to this. As noted previously, in the

Soviet Military Encyclopedia, disinformation is listed as a sub-tech-

nique.l2 Sluchainost--fortuitous or unexpected--is also a linked term;!3
and a collapse of surprise, once major forces are committed, is assumed.
This touches on the Soviet psychology of perception, to be examined further
along.

Some Soviet discussions of maskirovka include a typology of both
methods and types.l4 Methods include the use of the following to deny

observation or to confuse enemy observation:



- terrain features for masking or blending with camouflage
- prepared and issued camouflage material

- disquises

- coveralls

- use of deceptive clothing and uniforms

- sharpshooters to suppress direct observation
- vegetation as a screen

- flooding

- weather

- darkness

- paint--camouflage and radar-resistant

- constructed screens

- dummy equipment

- camouflage netting

- smoke

- pyrotechnics

- altering shape (deformiruyushchaya)

It will be noted that Soviet organization of thought does not conform to
the structure and categorization which stems from US and Allied technolo-
gies of perception and analysis.

Methods employed in respect to tactics and troop control are:

- altering of arrays

- timing of operations, including variance in tempo

- unexpected combinations or uses of weapons or equipment
- dummy installations

- unlikely axes of operations

- changes in routine

- feigned activity

Techniques 1include the control, suppression, reconfiguration or
distortion of the following 1in the energy spectrum (including EMR and
mechanical vibration):

- light

- heat

- sound (muffling, phasing, and simulation)
- radio and radar

- hydroacoustical

- radiation



Distinction has also been made between active and passive maskirovka,
i.e., the former being methods of shielding and masking, the latter, the
movement of forces and inobtrusive use of methods to deceive.l6

A good deal of interest in research and in application is evident in
Soviet Tliterature in the area of radar deception under the cateqory of
maskirovka which, in the western typoloay, would fall closer to such
activities and terms as electronic warfare, spoofing, decoying, beaconing,
and the Tike.l7 By the early 1980s, the means available to Soviet tactical
ground forces to carry out maskirovka beyond field-expedient materials
included:

- "Corner," "Pyramid" and pneumatic “Sphere PR" radar reflectors
- smoke

- aerosol

- radar-wave dispersing covers and screensl9

An elaboration of cateqories is offered by Chuyev and Mikhaylov:

The purpose of tactical camouflage is to increase the level of
uncertainty for the enemy by utilizing the time of day and
geographical and meteorological conditions, by using different
means and devices for camouflaging individual installations and
subunits, and by simulation involving dummy installations and
dummy tactical operations. The aims of operational camouflaging
are achieved by maintaining the secrecy of preparations for an
operation, by setting up dummy defensive installations, etc. It
is not difficult to see that the effect of operational camou-
flaging can be achieved only if tactical camouflage discipline is
observed, while failure to observe operational camouflage disci-
pline considerably reduces the effect of tactical camouflaging.
Strategic camouflaging is required to resolve similar problems,
but at a higher level and on a larger scale. Thus, it is evident
that there is a close relationship between all the available
forms of camouflaging.

Matsulenko20 offered the following definition of surprise which can be
laid alongside the three main cateqgories of maskirovka:

~ Strategic surprise is derived from concealing intent and time of
onset.



- operational surprise is attained through concealing the time,
strength, direction and mode of possible attacks.

- tactical surprise is based on unexpected use of weapons, techniques
and skills
A PVO Strany general in analyzing maskirovka indicated that the goal
of surprise was to break and disorganize, to force targeted commanders to
conform to the attackers' wishes, and by forcing a rapid review of doctrine

and policy under stress, to demoralize, with such effects to be obtained

by:21

Tulling through low activity levels or inaction

- by confusing the enemy regarding actual intentions
by a sudden onset of attack

by acting in the least 1ikely zone of activity

by decisiveness of operations and artful maneuver

Theoretical discourses cite such cases throughout, indicating an
extensive codification and analysis of a technique of warfare--and of
statecraft and technique--in which the Russians and Soviets have shown
prowess, The following cases suggest capacity and ability unique, and

beyond Western military norms and style.

Soviet Camouflage in World War II

The Germans, while not impressed by many qualitative aspects of the
Soviet military system, were most effusive in their praise for their foes'
deception schemes, which they saw as well beyond the concealment and
spoofing implicit in their own practice of camouflage. Sophisticated
Soviet radio deception techniques were noted by the Germans from a very
early point in the campaign in the Fast.

Such operations, while pervasive, were occasionally grandiose and

complex. Operation Scherhorn was an elaborate Soviet spoof operation which



began in August 1944 and ran through April 1945. Using a captured German
lieutenant-colonel, they managed to involve the German High Command--all
the way up the chain of authority to Hitler--trying to aid a mythical
2500-man force trying to fight its way through the Soviet rear areas to the
front. The Germans dropped supplies, agents and radio operators, all the
while ignoring the fact that verification attempts always fell just short
of certitude. Apparently, the Soviets used the operation to identify
transmitters, and to "read out" the dynamics of the German command and
intelligence system.22

The Soviets also strove to array their forces to 1ull the Germans in
the defense, and reconnaissance techniques were designed to avoid pointing
to immineﬁt operations. Night operations, dummy positions and the use of
smoke were encountered regularly, in keeping with the Soviet doctrinal
tenets of maskirovka--naturalness, variety and unceasingness--e.g. "in
seemingly deserted fields, entire Soviet regiments, with their artillery
mortars and tanks, were concealed."23

German patrols were often allowed to penetrate Soviet lines and return
with negative reports; air reconnaissance was of little value, and, in some
instances, veteran vanguard elements passed through what seemed to be
uninhabited regions, which then--sometimes only a few minutes later--
revealed defenses of up to a regiment in strength to the following German
main body.24

The frequent citation of German surprise by Western and Soviet
historians in the onslaught against Russia in 1941 tends to obscure the
fact that the Soviets achieved strategic surprise as well. Maps of Russia

obtained by German intelligence, i.e. those fed by Soviet intelligence,



misrepresented road conditions and other features; the extent of the Ural
industrial complex was a mystery, as was tank production, leading to a
substantial wunderestimation by the Germans of T-34 performance and
numbers. In spite of the "special relationship" between the Red Army and
the Reichswehr/Wehrmacht, 1925-1935, the Germans fell far short of develop-
ing a coherent picture of Soviet active strength or mobilization poten-
tial.25

In reviewing the decade of liaison between the Reichswehr/Wehrmacht

and the Red Army, a German historian of the experience noted that the
Soviets displayed "suspicion, inferiority complexes, hallucinations of
superiority, insincerity and deceitfulness;" the Soviet maneuvers that the
Germans were allowed to see fell well short of realism.26

A German veteran, describing a transition of battle morphology on the
Eastern Front 1941-42 from linear episodic intensity to diffuse constant
pressure, described how, in one instance:

...the woods seemed to be closing in on us, bhut we believed that

our eyes were deceiving us. After a few days, this woods

suddenly erupted with fire which enqulifed our position. An

entire Russian artillery battalion had...worked its way up to

within close range... .2¥

In a similar instance in January 1944, when the 1st Tank Army, after
its surprise attack near Zhmerinka, was repulsed by the Germans, it escaped
from encirclement in deep snow and clear weather. In spite of determined
German efforts to track the route, including two days of heavy aerial
reconnaissance, the Soviets, moving only at night, escaped virtually
unscathed.?28

A German senior commander noted that the Soviets infiltrated larqe

units into camouflaged positions behind German lines “hundreds of times,"

10



despite the Germans being fully aware of the practice.29  Such cases of
“trickling forward" included the use of false graves as sniper posts, and
the slow nudging of Targe rocks.30

A historian of German air operations in the East generalized thus:31

Because of Soviet camouflage, deception and improvization, the
German Air Force was unable to stop instances of the steady flow
of arms and equipment to the forces at the front, the infiltra-
tion of Russian troops into German-occupied areas and the menace
of partisan activities

Another German veteran of the Fastern front observed:32

Because he has an intimate understanding of nature, the Russian
soldier easily constructs earthworks, diqs trenches, improvises
shelters and camouflages positions. He is able to move over the
terrain more skillfully and orient himself than the soldier of
the Western nations. He has unusual ability 1in detecting the
presence of the enemy. When we were patrolling the lonely
forests in operations against partisans, it was always the
Russian volunteers accompanying us who detected the enemy first
and opened fire...

Von Mellenthin also noted that:33

The Russian soldier is a past master of camouflage, of digging
and shoveling, and of building earthworks. In an incredibly
short time, he Tliterally disappears into the ground, digging
himself in and making instinctive use of the terrain to such a
degree that his positions are almost impossible to locate. The
Russian soldier properly dug in, hugging Mother Earth, and well
camouflaged, is an enemy doubly dangerous. Even after long and
careful scanning, it 1is often impossibhle to detect his posi-
tions. 0One is well advised to exercise extreme caution, even
when the terrain is reputedly free of the enemy.

At a higher level, an American correspondent noted the elaborate
precautions taken to conceal the location of Soviet field headquarters from
ground approach; even the highest levels of command found other major
headquarters' location uncertain,34

ne well-known Soviet technique was the use of bridges which could be

built and lowered beneath the level of the water or concealed beneath ice,
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thus allowing flexibility and surprise when moving against German river-
line defenses,35

In moving naval vessels, merchant ships, and support craft on the
Morskoi Channel during the seige of Leningrad, 1942-44, the Soviets
utilized various techniques to keep the Germans off-balance, including
white camouflage paint on ships, smoke-screens, dummy installations,
camouflage netting, and the use of sporadic convoy departure times and
fluctuating speeds.36

Maskirovka in World War II, in Soviet military writing, is also often
described in terms of the use of new weapons and methods, even such simple
instances as a blizzard-shrouded advance in the Stalingrad attack.37
Generally, however, blizzards hampered Soviet as well as German movement
and visibility, and their use as cover was restricted to local opera-
tions.38

Another frequently mentioned tactical case was the use of massed
searchlights to dazzle and disorient German defenders of BerTin in 1945.
(It was also a technique used by British forces crossing the Rhine in late
March in 1945.) The first use of katyusha rockets is also pointed to
frequently as a major case of tactical-strategic surprise in 1941-42, and
several books have described the first instance of their introduction into

battTle as a kind of landmark in the history of maskirovka/vnezapnost.

Other cases of altering ordinary modes of weapons include the mounting
of anti-aircraft guns on trains and barges for rapid redeployment and
concentration, and the use of medium-caliber anti-aircraft guns in direct

support of infantry during the Moscow and Stalingrad campaigns.39 A dummy
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forward line was constructed on the Terskiy Range in 1942 by the Trans-
caucasian Front, which absorbed considerable German attention and fire-

power,40 Soviet agents reportedly donned German uniforms and visited
headquarters to issue orders which generated chaos in early 1945,41

The evolution of Soviet field fortification techniques in the Great
Patriotic War also reflected the Togic of maskirovka:

Until the end of 1942...there were no connecting passages between
Tog pill-boxes and so the units could not secretly manoeuvre with
weapons during the course of battle. The trench system adopted
by some of the fronts on their own initiatjve back in 1942 and by
all fronts in 1943, following the instructions of the General
Staff and the powerful obstacles imparted new qualities to our
defences...(thus) creating conditions for unlimited secret
manoeuvre... Heav% shelters...were erected mostly at the site of
command posts... .42

In spite of such widespread efforts, the Soviets were not always
successful., Massive camouflaging of bomb damage by altering building
facades and route Tayout during the German assault on Moscow in 1941 was
detected by the Germans since the basic layout of the city and the river
could not be changed. The use of decoy fires, however, to simulate
bombing, and of dummy aircraft, was more effective in blunting the effect
of German night attacks.43

Dashevsky described the administration procedures related to
maskirovka command-and-control 1in Bagramyan's 1st Baltic Front in late

1944 :44

The maskirovka plan envisioned an array of defensive disinforma-
tion measures. A1l documents about questions of regroupings, and
preparation for attack were prepared with only intentions
indicated. Telephone conferences, even those encoded, were
flatly forbidden. Special temporary controls established at all
key telephone exchanges. A1l reconnaissance escorts, officers
and generals were disquised in soldiers' uniforms, in small
groups (5-6 men), at specified times and on separate sectors of
Fronts, armies, corps and divisions. Absolutely forbidden was

13



the display of official vehicles to enemy observation. Local
inhabitants, under regulations, were removed from populated areas
where deployment of administrative organs was planned.

Maskirovka Since 1939: Finland and the Far East

The major Soviet offensive against Japan in Auqust 1945 made good
Stalin's promise to the western allies at Yalta in January 1945 that the
USSR would attack Japan three months after Germany fell. The success of
that campaign was a special triumph for Soviet military professionals,
since apparently Stalin felt at first that su?prise was impossible. The
Russians, however, used a variety of deception techniques against the
Japanese in Manchuria in 1939 to win an advantage by deploying numbers of
forces well beyond what the Japanese believed possible in that particular
situation.45

A few months Tlater, in the “"Winter War," the Finns, no mean prac-
tioners of camouflage and deception themselves, as the Russians grudqingly
conceded, "grossly underestimated the strength which the Soviets could
deploy in a region thought to be entirely dependent on the Murmansk-Lenin-
grad railway"--the main supply artery which ran 50 to 150 miles from the
main deployment areas all along the Russo-Finnish border and which was
served by inferior roads.46 Even though they had mobilized after the
Soviet seizure of the Baltic states, before the Soviet demands that they
cede border areas, the Finns had been lulled by an apparent ebbing of the
crisis following the summons of their leaders to Moscow in early October.47
Even when the Soviets fired seven shots into one of their own frontier
towns and claimed the Finns had killed 13 of their soldiers, and began an
actual attack in the North, the Finns believed these were just border

incidents.48
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In any event, the deception plan for the Far East offensive in 1945
was both a fusion and refinement of many techniques evident in the "Hitler
War." Deployment of units was carried out under the guise of routine
training; meticulous camouflage plans were designed and their execution was
supervised from the Front level; radio use was denied to units being moved
into imminent contact; border troops were reinforced, and their stations
were used as deployment and headquarters sites. Assumed names and ranks
were used among forces which might be overrun by limited reconnaissance
raids, or which might be observed by Tocal régident agents. Most units
moved by night. When the attack came, the first wave was broadly deployed
reconnaissance-by-fire, to deny the enemy identification of the main
forces, or thrust Tines. Atthough the Japanese were aware of increased
activities, they were shocked at the scale and speed of operations once
they began.?9 Part of their bemusement sprang from the fact they had asked
the Russians to serve as mediators in July, hoping to end the war with the
Emperor's role preserved.50 ‘

The next instance of a major Soviet-designed surprise attack came in
June 1950, when North Korean forces, trained and equipped by the Russians,
invaded South Korea, shattered the American-trained and advised South
Korean constabulary, and threatened to overrun the country. Only a major
intervention by the United States, aided by other nations under United
Nations sponsorship, denied the North Koreans victory. The Soviet role
throughout was real and apparent without being clearly defineable.
Even though North Korean forces were obviously Soviet equipped and trained,
and although opponents and neutral observers alike recognized the Soviets'

vital role in the war from the outset, evidence of their involvement in the
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substantive conduct of the war was scarce throughout. Albeit designed and
controlled by Stalinist Russia, throughout the war, they appeared to stand
virtually aloof.

It was suspected that Marshal Antonov planned the five-pronged initial
attack.®l  an American officer who escaped from North Korea in October,
1950, reported interrogation by senior Soviet officers, one of whom pre-
dicted Chinese intervenfion en masse if UN Forces crossed the 38th
Parallel.®2 No capture of or contact with Soviets in the ground war was
reported. Khrushchev later indicated that Sta]in‘was skeptical about North
Korean Teaders' optimism and ordered Soviet advisors out before the attack
in June, 1950.93 1n the zone of air combat just south of the Yalu River 1in
North Korea known as "Mig Alley," however, by 1952; the Soviets did commit
their own and eastern European pilots to tours of 2 to 3 months for
"blooding" against the US Air Force. Combat was allowed under very close
rules of engagement to assure that they not be identified, let alone fall
into the hands of UN Forces,54

Air combat operations during these engagements were run by a command-
and-control hierarchy running from Mukden into North Korea, While the
battle controllers were designated as Chinese and North Korea, Russian
personnel were in the control room at all times.5 Ajr combat with the
Russians on at least one occasion was kept from public view by the UN High
Command.50 In speculating as to the Soviet role in Korea 1in respect to
maskirovka, one may consider the U.S. Army official historian's explanation
of the failure of MacArthurs's staff to anticipate the North Korean attack

of June, 1950:

Signs which marked the prelude of the North Koreans attack had
become accepted as Communist routine. The increased troop
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movement and activity in North Korea in the spring of 1950 fol-

lowed a pattern established by the Communists in 1947 when they

initiated an annual rotation of completely equipped units from

the parallel.5/

How much the infiltration of a 180,000 man Chinese army into North
Korea on the eve of the major counter-offensive of November 1950 was
specifically Chinese and/or Soviet in concept, style or execution, is not
clear. A later episode certainly has the flavor of maskirovka a la Russe.
In the spring of 1952, Chinese Communist artillery operations aqgainst
United Nations' forces increased steadily in thé face of UN air and artil-
tery superiority. Techniques included firing gquns alternately and from
alternate positions--there were several per gqun--and the use of roving
guns. In the face of more numerous UN artillery, and more sophisticated
control and counter-battery systems, the Chinese tripled the number of
rounds fired per day, although the actual increase in quns--supplied hy the
Soviets--was less than a third.58

In respect to the heavy emphasis on surprise, deception and camou-
flage, in Viet Minh/North Vietnamese operations in Indo-China, 1951-1975,
one can only speculate regarding the point at which--or Chinese--Soviet C,
C & D doctrine, visible enough in the realm of logistical flow, troop move-
ment, and anti-aircraft and electronic tactics, can be teased out from
the skills of their clients. Certainly the record in the Mijddle East,
1956-1973, dis rather 1less dazzling, since Soviet advisors shaped force
balance, deployment and tactics and positions which often failed, even in
the hands of very closely supervised clients. In any event, far more
systematic appraisal of Soviet military advising and support of such opera-
tions since 1945 is needed. Beyond that, in spite of imperfect knowledge,

and the haunting fears of misinterpretation and dezinformatsiya, the
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concept of maskirovka raises many questions worthy of analysis and specula-

tion.

Analysis and Prognostication

The term creativity--tvorchestvo--is laced throughout Soviet military
writing, and most especially in respect to surprise and deception, e.qg.:

It is inconceivable to achieve surprise on the defensive without

a creative approach to creating the groupings of forces and

weapons and to organize the entire defense....and to avoid rec-
tilinear configurations of the position and zones...

-

In the same vein, Savkin suggests that "surprise is incompatible with
stereotype."60 It is, therefore, in view of the generally held perception
of the Soviet system as monolithic, rigid and centralized, useful to
consider how much a paradigm of creativity--creativity in the western
sense--influences Soviet leaders/planners, their design and execution of
complex operations. Is the constant reference to creativity merely an
attempt to raise effort within the lock-step of Marxist-Leninist dogma?61
Or is it more of a cross-warp in the tapestry of the system, a potential
source of the unexpected in statecraft and war, especially in the cohort of
post-Revolutionary and post-Stalinist leadership?

As already noted, the Soviet spectrum of definitions of maskirovka
ranges from the grand strategic to the immediate practical. The latter, in
the West, is a matter usually left to the discretion of individual com-
manders and troops, sailors or airmen a bit closer to experience and arti-
sanship than to design and science. American military professionals
readily admit the deficiency of their forces in this area--perhaps the
evidence of urbanization, perhaps a by-product of fighting the last four

major wars and many smaller campaigns with overweening air superiority. In
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any case, the Soviet sub-concept of deforming and camouflage~-deformiruish-

chaya maska--touches especially close to the growing importance of rapid
identification, i.e., virtually instantaneous "identification-friend or
foe.” While "first-shot kill probability" was already a major problem in
World War II, it has intruded itself ever more dramatically into tactical
analysis, weapons development and doctrine, since the 1973 Middle East War,
and it is an area in which the categories of tactical and strategic often
overlap. Given increasing sensitivity to such formulations of combat
morphology as Lanchester's equation, and to Ehe costs of error, that is
certainly Togical enough.

Critical response times in both tactics and in strategy have, more-
over, been squeezed ever more closely together, and, in both dimensions,
are measured out in micro-seconds. The many hours over which the flounder-
ing at Pear] Harbor and, then, in the Phillippines on December 7-8, 1941
took place now seems almost leisurely. Indeed, today even the differential
in the speed of flight of anti-tank rockets versus tank guns is a vital
part of the identification-fire-hit/miss-retarget-refire cycle. In terms
of scale, the 30 to 45 minute warning time projected in case of strategic
warfare is even tighter. 1In such a context, the use of techniques to deny
weapons controllers even momentary positive identification of threats and
targets puts a special premium on camouflage-deception techniques.

The rigorous conceptualization and unique achievement by the Soviets
in this area suggests an attempt to accept and keep uncertainty at a higher
Tevel of consciousness has been the practice in the past. The history of

arms control points to the probability of continuing refinement in the
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strategic realm, and the Soviets have not yet allowed true random inspec-
tion. Yet, even if that avenue of verification was opened, Soviet military
power would still have to be seen through the qualifying lenses of mask-

irovka-dezinformatsiya. To accept that fact is not to generate a high

sense of anxiety, but prudence, and, above all, to sensitize policymakers,
commanders, analysts and battle controllers to a broad and strange land-
scape of uncertainties. In a way of further investigation, then, one can
suggest that the various disciplines tangential to maskirovka be plumbed:62

- physiology .

- ethology (in respect to natural mimicry and camouflage)

- human factors

- remote sensing (including optical)

- psychology of perception

- electronics and electrical engineering

The value of rigorous review of German experience in Russia in this
area 1is obvious enough, but a consideration of the evolution of other
camouflage systems--Chinese, French, British, Italian, and Japanese--is
also in order. Beyond that, maskirovka is something akin to conceptual
doughnut hole. Patterns may be a function of omission or commission, and
both positive and negative images may define each other. As Burton Whaley
has noted 1in respect to aerial photograph analysis, camouflage once
identified, is not arrayed to determine patterns, but, rather, such data
tends to be set aside as the search for actual material continues,63

To consider a hypothetical case,.the great emphasis on pipelines in
fuel transport has been paralleled by many references to pipelines in
support of military operations.®4 0On the surface of it, the advantage in

bulk transport by pipeline is offset by the fact that it offers an enemy a

way to cut a vital artery at low risk. On the other hand, the sudden
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installation of dummy pipelines in crisis or war could absorb enemy fire-
power and concern, while other techniques--clandestine burial of pipelines,
prepositioned stocks and other modes of unit resupply--could carry the main
burden of fuel supply.

A main problem in analyzing maskirovka is that there is much to be
gained by appearing to be crafty and deceptive. Even if one is aware of
such a predisposition, a posture of a craftiness enhances the anxiety of an
opponent.  The uncertainty of an analyst regarding methods, purposes and
intentions creates an effect equivalent to fogging a photographic lense.
Since this cultural predisposition has an adjective in the English
language--Byzantine--and Byzantium was the mother culture of Russia, some
have seen the problem as one of long standing, e.q.:

"The intriguing thing about Russia is her finesse, and therefore,

to the unperceiving minds of the western world she is, and always

has been, a mystery. But no country has been so frank; hy signs

and symbols, ever since she started borrowing from Byzantium, she

has been at pains to put her writing on the wall. But she asked

for a little imagination from the beholder. Instead of putting

her heart openly on the table, to change the metaphor, she has

preferred that she should go in search of it. The best, there-

fore, that she has within her she has enshrined.... If.. you Took

below the surface you will see that the outward form enshrines a

great’ idea, the idiom of Russia, which is her own, and once

having that firmly fixed in mind, you will come to see that this

same idiom can take many forms... .0
At the very Teast, one can suggest, moving past the distortions and impre-
cisions involved in any system of perception, e.g., British, French, German
or American, that the Soviet system is a result of special efforts on their
part to make it so. Separate from the question of masking or distortion is

the extent to which the quality and the pervasiveness of maskirovka con-

stitutes a potential force-multiplier for the Soviets, both tactically and
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strategically, an element of uncertainty which permeates statecraft and
policy as well, and a key component of Soviet military style.

Since the problem of verification has been handled at some length by
various analysts, one can go on further to look at possible uses of decep-
tion, concealment and camouflage:

- to mask an increase or redeployment of otherwise identifiable

weapons

- to block perception and identification of new weapons

- to distract from other activities

- to overload the perceptual-analytical system of an enemy

- to intimidate

- to Tull

- to dither

- to habituate perception to patterns, and thus preoccupy when

shifting before and after operations, thus playing to the
U.S.-Western European hunger for linearity and tabulation in
military analysis and operations6®

- to alter expectations, strategy and doctrine incrementally, and thus

alter frames of references

- to present an image of strength in weakness through enlargement

- to present weakness in a case of strength through reduction

While analysts often see surprise as a point in time--e.qg., Barton
Whaley's view of surprise as a kind of battery discharge--deception can be
attenuated. Deception does not announce itself; surprise, as a term,
describes deception revealed or detected, the point at which it causes
emotional and psychological reaction on the part of those targeted.
Surprise, of course, may be unintended, or may be something which a
deceiver wants to avoid, since it represents detection. Detection, then,
may not be the point or zone of impact or effect of surprise, but something
only perceived--if ever perceived--afterward.

A related problem is that of "institutional set," that is, the extent

to which predisposition born of organizational norms performs perception in

a way that makes it difficult to define a problem outside of an established
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framework, a variant of the "halo effect," i.e., while initial impressions
are fixed with relatively low energy, and subsequent corrections require
far more energy. The effect can be seen in the literature of the verifica-
tion and SALT treaties; even vigorous set-breakers calling for fresh per-
spectives focus on the standard unit-index of power and anxiety, intercon-
tinental ballistic missiles. That a suggestion that ICBMs or espionage
activity might mask different weapons or strategems would meet a great deal
of resistance and hostility, as would any suggestion that the quality of
perception of intelligence-gathering systems is short of accepted levels,
assertions, or assumptions.

The multiplicity of maskirovka modes and techniques suggests a need to
not only stand well back from the canvas, but to take apart the frame, view
the picture from behind, and to do chemical analysis of the canvas and
paints.  Inasmuch as components, which in individual modes appear rela-
tively non-strategic in function, could be assembled into a strategqgic
threat, it would be very useful for the Soviets to assert that C, C & D
under the framework of maskirovka is traditionally Russian, and, therefore,
if furtive activities are detected, an immediate defense is available: it
is not a case of crafty design or part of a broader pattern, but just a

national trait.

The Forms of Surprise

Forms of surprise include the specific act in itself, timing of the
act in terms of not only when it takes place, but how long it lasts, how
fast it takes place, and what kind of temporal pattern is used.- This, of
course, fits within a definition of surprise as something that requires the
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